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Disclaimer

The handbook of ARCON PAM solution is being published to guide stakeholders and users. If any of the
statements in this document are at variance or inconsistent it shall be brought to the notice of ARCON PAM
through the support team. Wherever appropriate, references have been made to facilitate better
understanding of the PAM solution. The ARCON PAM team has made every effort to ensure that the
information contained in it was correct at the time of publishing.

Nothing in this document constitutes a guarantee, warranty, or license, expressed or implied. ARCON PAM
disclaims all liability for all such guarantees, warranties, and licenses, including but not limited to: Fitness for
a particular purpose; merchantability; non-infringement of intellectual property or other rights of any third
party or of ARCON PAM; indemnity; and all others. The reader is advised that third parties can have
intellectual property rights that can be relevant to this document and the technologies discussed herein, and
is advised to seek the advice of competent legal counsel, without obligation of ARCON PAM.

Copyright Notice

Copyright © 2018 ARCON PAM All rights reserved.

ARCON PAM retains the right to make changes to this document at any time without notice. ARCON PAM
makes no warranty for the use of this document and assumes no responsibility for any errors that can appear
in the document nor does it make a commitment to update the information contained herein.

Trademarks
Other product and corporate names may be trademarks of other companies and are used only for
explanation and to the owners' benefit, without intent to infringe.

Sales Contact

You can directly contact us with sales related topics at the email address <sales@arconnet.com>, or leave
us your contact information and we will call you back.
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1 Overview

Privileged Access Management (PAM) is a high level access security solution for managing the privileged
accounts in an enterprise. The solution allows organization to secure, control, monitor and audit all the
activities associated with all types of Privilege Identities such as Administrators on Windows server, Root on
UNIX server, Cisco Enable in Cisco, etc . It is frequently used as an Information Security and Governance
tool to help companies prevent data breaches through the use of privileged accounts and meets compliance
regulations.

Privileged Access Management (PAM) involves managing privileged individual identities, their
authentication, authorization, and privileges/permissions within or across systems and enterprise boundaries
with the goal of increasing security and productivity while optimizing the downtime, repetitive task and the
cost.

1.1 Installation Procedures

& 1. Users with Administrator rights can only install ARCON PAM

1. Double click on .exe file and following Installer Wizard will start. Click continue to proceed with the

installation
rﬁ! ARCON PAM = ——
Welcome to the ARCON PAM Setup Wizard A
=)

S

The inztaller will guide wou through the steps required to install ARCOMN Pk on wour computer.

WARMIMG: Thiz computer program is protected by copyright law and international treaties.
Unautharized duplication ar distribution of thiz pragrarm, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent pozsible under the law.

2. Browse and select the folder where the installation files should be placed and click Next.
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2] ARCON PAM b= . S

Select Installation Folder [_‘I __

The ingtaller will install ARCOMN Pak to the following folder.

Tainztall in thiz folder, click "Mext”. To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files [#36)\ARCON Solutions\ARCOM Pahbih, ’ Browse... ]
| DiskCost. |
Install ARCOM PAM for yourself, or for anyone who uses this computer:
@ Evemyone
1 Just me
[ Cancel l [ 4 Back l [ Mest »

3. To continue with the installation process, click Next

' Y
4] ARCON PAM = et S

Confirm Installation [_‘I __

The inztaller is ready to inztall ARCON Pak on pour computer.

Click "Mext" to start the installation.

Cancel l [ < Back l [ Mext >

4. Click Yes to continue with the installation procedure, Click No to discontinue the installation process.

www.arconnet.com | Copyright © 2019 5 Aq rCO n



Windows Thick client Installation and Configuration Predict | Protect | Prevent

5. On clicking Yes, the following screen will be displayed.

74 ARCON PAM = e
Installing ARCON PAM LA
P el :I
ARCOM PAM iz being installed.
Please wait...
4 Back Mest »

6. The following screen will be displayed on successful installation, click logout to finish the installation

g ™
3 ARCON PAM = e St

Installation Complete A
— '-l

i
Pl "
| ¥y

ARCOM PAM hasz been successfully installed.

Click "Cloge" to exit.

Fleaze use *Windows Update to check for any critical updates to the MET Framework.

Cancel < Back
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7. Once the installation is complete, go to start, click ARCON PAM to launch the application.

[ﬂ Shagit 10 Editor
) votepaa
% Remote Desktop Connection

[ sticky Notes

> AlPrograms

8. Configuration URL pop up will be displayed, enter the URL in the format <https://ip-address:port> in
the field.

Configuration URL

Flease enter URL

Cancel oK

9. On entering the URL, the ARCON PAM login screen will be displayed, enter the login id and
password.

www.arconnet.com | Copyright © 2019 7 Aq rCO n


http://ip-addressport
http://ip-addressport
http://ip-addressport

Windows Thick client Installation and Configuration Predict | Protect | Prevent

Aarcon

Privileged Access Management

Usemame i 3
Passwor ]
ARCOSAUTH -

©

Copyright © ARCON 2018. All rights reserved

10. The login screen contains the following fields

Field Name Description

Username Enter the username

Password Enter the password
Domain Select the particular domain
11. Enter all the above details and click the

button. My Access page will be displayed.

My Access  Manager  Reporis  Dashboard  About PaS 2 Arcosadmin
My Services
(&)
LOB Service Type IP Address / Host Name
* —All LOBs— v —Select— - n
&
X Fiter ~Show 5 ~ entries Search
Lo
Service Type 12 Host Name Host IP Username Domain Instance Descrij 1 Descrij 2 D 3
- No data available in table
o Showing 0 {0 0 of 0 entries Previous  Next
. »
A Privileged Account Management Solution Copyright © 2018 ARGON. All Rights Reserved.

12. Users can Click on Edit option on the left corner of the screen, and click configure URL option to
change URL
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Cut
Copy
Paste

Select All

Configure URL

Clear Lacal Files

Ctrl+X
Ctrl+C
Ctrl+W
Ctrl+A

Alt=C
Alt+F

13. This option will allow to change the configuration URL

Configuration URL

hitps://10.10.0.91:48501
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No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means such as electronic, mechanical, photocopying, recording, or otherwise without permission.
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